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Master the Nmap Scripting Engine and the art of developing NSE scripts

About This Book

Extend the capabilities of Nmap to perform custom tasks with the Nmap Scripting Engine●

Learn the fundamentals of Lua programming●

Develop powerful scripts for the Nmap Scripting Engine●

Discover all the features and libraries of the Nmap Scripting Engine●

In-depth coverage of the Nmap Scripting Engine API and most important libraries with examples●

Who This Book Is For

If you want to learn to write your own scripts for the Nmap Scripting Engine, this is the book for you. It is
perfect for network administrators, information security professionals, and even Internet enthusiasts who are
familiar with Nmap.

What You Will Learn

Get to grips with the fundamentals of Lua, the programming language used by the Nmap Scripting Engine●

Extend the capabilities of Nmap by writing your own NSE scripts●

Explore the Nmap Scripting Engine API●

Discover all the available NSE libraries●

Write robust brute force password auditing scripts●

Customize the databases distributed with Nmap●

Produce flexible script reports in NSE●

Optimize Nmap scans with script and library arguments●

Enhance the version detection capabilities of Nmap●

In Detail

Nmap is a well-known security tool used by penetration testers and system administrators for many different
networking tasks. The Nmap Scripting Engine (NSE) was introduced during Google's Summer of Code 2006
and has added the ability to perform additional tasks on target hosts, such as advanced fingerprinting and
service discovery and information gathering.

This book will teach you everything you need to know to master the art of developing NSE scripts. The book
starts by covering the fundamental concepts of Lua programming and reviews the syntax and structure of
NSE scripts. After that, it covers the most important features of NSE. It jumps right into coding practical
scripts and explains how to use the Nmap API and the available NSE libraries to produce robust scripts.
Finally, the book covers output formatting, string handling, network I/O, parallelism, and vulnerability
exploitation.
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From reader reviews:

Michael Alvarado:

Do you have favorite book? When you have, what is your favorite's book? Publication is very important
thing for us to find out everything in the world. Each book has different aim or even goal; it means that
publication has different type. Some people experience enjoy to spend their time and energy to read a book.
They may be reading whatever they have because their hobby will be reading a book. Think about the person
who don't like examining a book? Sometime, particular person feel need book whenever they found difficult
problem or even exercise. Well, probably you will want this Mastering the Nmap Scripting Engine.

Clifford Harvey:

What do you think of book? It is just for students since they are still students or that for all people in the
world, what best subject for that? Only you can be answered for that query above. Every person has distinct
personality and hobby for each and every other. Don't to be forced someone or something that they don't
need do that. You must know how great as well as important the book Mastering the Nmap Scripting Engine.
All type of book is it possible to see on many sources. You can look for the internet methods or other social
media.

Clorinda Combs:

Typically the book Mastering the Nmap Scripting Engine will bring one to the new experience of reading
any book. The author style to explain the idea is very unique. When you try to find new book to study, this
book very appropriate to you. The book Mastering the Nmap Scripting Engine is much recommended to you
you just read. You can also get the e-book from the official web site, so you can easier to read the book.

Ida Acord:

In this particular era which is the greater man or woman or who has ability in doing something more are
more treasured than other. Do you want to become considered one of it? It is just simple way to have that.
What you must do is just spending your time almost no but quite enough to enjoy a look at some books. One
of the books in the top checklist in your reading list is actually Mastering the Nmap Scripting Engine. This
book which can be qualified as The Hungry Slopes can get you closer in turning out to be precious person.
By looking upward and review this reserve you can get many advantages.
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